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ABSTRACT 

This study proposes the development of an Android application for secure file transfer. The 

application will utilize a user-friendly, easy-to-set-up, and open-source file-sharing technique. It 

aims to provide users with the ability to easily host, store, backup, and retrieve data with high 

performance, ensuring file accessibility at any time without limitations. The motivation stems from 

users' lack of control and difficulty in remembering file names, contents, and locations, increasing 

the risk of data loss. The study will employ the Structured System Analysis and Design 

Methodology (SSADM). The resulting Android application is expected to enable users to share 

files via cloud networks conveniently. This application is intended to benefit various organizations, 

including enterprises, shopping malls, supermarkets, waste companies, and power holding 

companies. 

 

INTRODUCTION  

File sharing is a relatively new technological advancement which has been steadily taking over 

more and more market share in the past three years. The file sharing technique makes users share 

files among each other with ease, is easy to setup, and is open source. File sharing is publicized as 

the next major step for all forms of typical information technology use. From businesses to non-

profit organizations, to single users, there seems to be various applications which can use file 

sharing or storage in daily computer usage, to offer a better, faster, and smarter way to share 

important document. Many file sharing systems are available sharing of files between computers, 

such as Napster, Gnutella, and Free net over the internet. Most of the internet traffic is due to file 

sharing systems. Napster uses a server to communicate between the users, and each user should 

contact the server in order to get the data. Gnutella, however, depends on the client/server approach 

where the peer sends a query to all peers in the network. 

This chapter will discuss the background, statement of problems, aim and objectives, significance, 

scope, limitations, and definitions of technical terms, providing the necessary foundation for the 

remaining parts of this study. 

 

BACKGROUND OF STUDY 

File sharing has been a means of distributing or providing access to digitally stored information, 

this information could be computer programs, multimedia files like audio, images and video, 

documents, or digital books. The Phrase "cloud computing" is defined as a framework 

programming application. Cloud computing is on high request and saves a lot of cost in processing 
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and adaptability, high-accessibility, and decreased data usage. Amazon's Elastic Compute Cloud 

(EC2) is a case of Infrastructure as a Service (IaaS) stage. It offers fundamental foundation 

segments, for example, CPUs, memory, and capacity. Google App Engine is a case of Platform as 

a Service (PaaS) stage. In Distributed computing stage, Cloud server is a physical server. Cloud 

computing is a technology that utilizes the web and central remote servers to keep up applications 

and data storage. One significant challenge is the manner by which to move these conventional 

applications to the cloud. This research focuses on the migration of specific flies of any size, from 

the local storage device to a cloud-based system with more security can be easily accessed any 

part of the world. 

 

STATEMENT OF PROBLEM 

This section highlights the problems with traditional file sharing, management, and storage 

methods like manual filing. Key issues identified are users having limited control and knowledge 

about shared files, including the risk of viruses. Additionally, users often struggle to remember file 

names, contents, and storage locations, leading to an increased risk of data loss. The text also 

mentions potential irregularities during file sharing, such as connectivity problems, device 

compatibility issues, and human errors. The proposed Android File Sharing Application aims to 

address these challenges by providing an effective way to share and manage files over the internet, 

allowing authorized users to easily access and manage uploaded files from anywhere in the world. 

 

AIM AND OBJECTIVES OF THE STUDY 

The aim of the study is to enhance application for securing file transfer over android device. In 

achieving this aim, the following specific objectives were laid out as follows to develop application 

software that will: 

1. Simplifying data handling: Enabling users to easily host, store, and back up data, with high-

performance computing capabilities for easy retrieval. 

2. Guaranteeing accessibility: Ensuring seamless file access across devices, eliminating 

limitations imposed by device compatibility  

3. Improving availability: Making files readily accessible to the end-user at any time, 

overcoming the availability challenges often encountered in traditional file-sharing methods. 

 

SIGNIFICANCE OF STUDY 

This research work enhanced to provide a means to transmit files (data/video) from one system to 

another or a group of systems connected to a hub or connected via an Ethernet straight-through 

cable. It also provides a cost-effective, secured, safe and faster means to transfer files from one 

device to another. It is also a secured and effective way of transferring the results of students in 

the department to the office of the dean. It is an improved means for proper administration of 

students in the department, to eradicate the issues associated with missing results in the 

department, and to also save cost. 

This study of immense benefit to other researchers who intend to know more in this study and can 

also be utilized by non-researchers for further research. This study contributes to knowledge and 

could serve as a guide for other researcher. 
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SCOPE AND LIMITATIONS OF STUDY 

The scope of the research is focused on An Enhanced application for securing file transfer over 

Android device, which will represent as a platform for file sharing, information storage and 

dissemination. 

During the course of this study, many things militated against its completion, some of which are: 

 

Scope 

• Focus: This study will specifically focus on the development and evaluation of an enhanced 

application for secure file transfer on Android devices. 

• Technology: The study will primarily investigate and implement security measures within 

the context of Android's operating system and utilize relevant cryptographic algorithms. 

• Users: The scope of this study will primarily consider individual users and small 

workgroups within an Android-based environment. 

• File Types: While the application aims to support a wide range of file types, the primary 

focus will be on common file formats such as documents, images, audio, and video. 

 

Limitations 

• Platform Dependency: The application's functionality may be limited to devices running 

Android operating systems. 

• Testing Scope: Thorough testing will be conducted on a limited number of Android devices 

and versions due to the vast diversity within the Android ecosystem. 

• Real-world Threats: While the application will incorporate robust security measures, it may 

not be completely immune to all potential real-world cyber threats and vulnerabilities. 

 

LITERATURE REVIEW 

The proliferation of Android devices has revolutionized how we share and access information. 

However, traditional file-sharing methods over these devices often lack robust security measures, 

leaving sensitive data vulnerable to interception and unauthorized access. This literature review 

explores existing research and technologies related to secure file transfer on Android platforms, 

identifying key challenges and potential solutions for an enhanced application. 

 

CONCEPTUAL REVIEW OF FILE SHARING 

The widespread use of cloud storage in the last few years can be attributed to the existence of 

appealing applications such as file backup, data archival and file sharing. File sharing in particular, 

is implemented in different ways by distinct cloud storage services. With more people accessing 

their files online, an important part of file sharing today is done by taking advantage of cloud 

storage. This can be done through personal file synchronization services like Drop box (2021), 

Google Drive (2021), Microsoft One Drive (2021), Box (2021) or Ubuntu One (2021), which store 

users’ data in the cloud. 

These services have been extremely successful, as attested by the success of Drop Box, which has 

announced last April that it reached 275 million users (Drop box, 2021). These systems perform 

file sharing through dedicated application servers which are responsible for controlling access to 

the files as well as user group management, data reduplication, etc. It means that the security of 

the file sharing requires trusting not only the storage service (for instance, Drop box is built on top 

Amazon S3 (Drop box, 2021), but also these application servers. 
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THEORETICAL FRAMEWORK 

The widespread use of Internet connected systems, and distributed applications have triggered a 

revolution towards the adoption of pervasive and ubiquitous cloud computing environments. These 

environments allow users and clients to purchase computing power according to necessity, 

elastically adapting to different performance needs while providing higher availability. Several 

web-based solutions, such as Google Docs and Customer Relationship Management (CRM) 

(Minqi et al., 2010) applications, now operate in the software as a service model. Much of this 

flexibility is made possible by virtual computing methods, which can provide adaptive resources 

and infrastructure in order to support scalable on-demand sales of such applications.  

 

CLOUD COMPUTING 

Cloud computing refers to the use, through the Internet, of diverse applications as if they were 

installed in the user’s computer, independently of platform and location. Several formal definitions 

for cloud computing have been proposed by industry and academia. We adopt the following 

definition: “Cloud computing is a model for enabling convenient, on-demand network access to a 

shared pool of configurable computing resources (e.g., networks, servers, storage, applications, 

and services) that can be rapidly provisioned and released with minimal management effort or 

service provider interaction” (Mell et al., 2010). 

 

CLOUD COMPUTING ARCHITECTURE 

Cloud computing architecture is based on layers. Each layer deals with a particular aspect of 

making application resources available. Basically, there are two main layers: a lower and a higher 

resource layer. The lower layer comprises the physical infrastructure and is responsible for the 

virtualization of storage and computational resources. The higher layer provides specific services. 

These layers may have their own management and monitoring system, independent of each other, 

thus improving flexibility, reuse and scalability. 

 

CLOUD COMPUTING DEPLOYMENT 

According to the intended access methods and availability of cloud computing environments, there 

are different models of deployment (Mell et al., 2011). Access restriction or permission depends 

on business processes, the type of information and characteristics of the organization. In some 

organizations, a more restricted environment may be necessary in order to ensure that only 

properly authorized users can access and use certain resources of the deployed cloud services. A 

few deployment models for cloud computing are discussed in this section. They include private 

cloud, public cloud, community cloud and hybrid cloud, which are briefly in the upcoming section. 

 

EMPIRICAL REVIEW OF RELATED LITERATURE 

In this section, we present related works in the fields of security, file systems and trust in the cloud. 

Security in the Cloud 

A number of technologies have been employed in order to provide security for cloud computing 

environments. The creation and protection of security certificates is usually not enough to ensure 

the necessary security levels in the cloud. Cryptographic algorithms used with cloud applications 

usually reduce performance and such reduction must be restricted to acceptable levels (Takabi et 

al., 2010).  
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METHODOLOGY ADOPTED 

The structured system analysis and design methodology (SSADM) was adopted for the analysis, 

an enhanced system. Structured systems analysis and design methodology (SSADM) is a set of 

standards for systems analysis and application design. It uses a formal methodical approach to the 

analysis and design of information systems. 

SSADM follows the waterfall life cycle model starting from the feasibility study to the physical 

design stage of development. One of the main features of SSADM is the intensive user 

involvement in the requirements analysis stage. It is a part of requirements gathering and consists 

of well defined stages, steps and products. The techniques used in SSADM are logical data 

modeling, data flow modeling and entity behavior modeling. 

a) Logical Data Modeling: This involves the process of identifying, modeling and 

documenting data as a part of system requirements gathering. The data are classified further 

into entities and relationships. 

b) Data Flow Modeling: This involves tracking the data flow in an information system. It 

clearly analyzes the processes, data stores, external entities and data movement. 

c) Entity Behavior Modeling: This involves identifying and documenting the events 

influencing each entity and the sequence in which these events happen. 

 

PROBLEM IDENTIFICATION USING SSADM 

The SSADM was used to discover some problems; 

a) Feasibility Study: This assumes that the proposed project has been identified as a result 

of an exercise such as strategic planning and sets out to evaluate the various technical, 

organizational, financial and business options available. The aim is to establish the whether 

the direction and requirements of the project are feasible. The aim is to evaluate the 

feasibility of the proposal, involving an analysis of the problem and determination of the 

best solution; usually a range of potential solutions are presented. 

b) Investigation of the Environment: The process of identifying, modeling and 

documenting the data requirements of the system being designed. The result is a data model 

containing entities (things about which a business needs to record information), attributes 

(facts about the entities) and relationships (associations between the entities). 

c) Business System Option (BSO): A BSO defines the functional scope of a proposed 

solution. At its most basic level it consists of textual descriptions of those requirements 

satisfied by the solution. All BSOs must satisfy the minimum requirement as identified by 

user representatives. 

 

ANALYSIS OF THE EXISTING SYSTEM 

The operations of the Cloud Based File Sharing System were analyzed, and some drawbacks were 

detected which led to the initiation of the new Cloud Based File Sharing System. In the old system, 

users have little control over or even knowledge of the type of file being shared, orif it contains a 

virus. Also, users do not or sometimes don’t remember the names of these files, the files contents, 

and their storage locations; this increases the risk of loss. 

 

Weakness of the Existing System 

The essential weakness faced with the conventional way of file sharing, management and storage 

techniques (such as manual filing or sharing of images, documents etc) is that users have little 
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control over –or even knowledge of the type of file being shared, orif it contains a virus. Also, 

users do not or sometimes don’t remember the names of these files, the files contents, and their 

storage locations; this increases the risk of lost. 

 

Technical Feasibility 

There is availability of software, hardware and technical manpower for the development and 

running of the new system. Hence the system is technically feasible as the requirement can be met 

without stress and much financial input. The software and hardware requirements include an 

Integrated Development Environment for web based applications, a standard PC for running this 

application, a local server and an up to date web browser for testing. As a programmer, the 

researcher can provide these requirements with ease and as such, this project is technically feasible. 

 

Analysis of the Proposed System 

An overview of the proposed system flow chat has a relationship between an object to another just 

like the entity. Relationship diagram, the object relationship pair can be graphically represented 

by a diagram called entity relationship diagram (Entity Relationship Diagram). It is mainly used 

in database applications but now it is more commonly used in data design. The primary purpose 

of ERD is to represent the relationship between data object. 

 

SYSTEM DESIGN AND IMPLEMENTATION 

  Objectives of the enhanced  

   The following are the objectives of the proposed Cloud Based File Sharing System design will; 

1. Enable users to easily host, store and backup data, with high-performance computing easy 

to retrieve. 

2. Ensure files accessibility without any limiting factor, example device compatibilities. 

3. Make file available to the end-user at any point in time. Cloud computing offers availability 

difficulties experienced in the conventional way of file sharing. 

Cohesion and Decomposition High level Model 

Description: This is a cohesion and Decomposition High level Model 

 

 

 

 

 

 

 

 

 

 

 

 

 

  Figure 4.1: Admin User Privileges 
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Figure 4.2: Client (User) Privileges 

Control Center / Overall Dataflow Diagram 

Description: This is a control center/overall dataflow diagram 

 

 

 

 

 

 

 

 

 

 

 

 

 

 

 

 

 

 

 

 

 

 

 

 

 

Figure 4.3 Control Center / Overall Dataflow Diagram 
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Proposed System Operation Flowchart 

Description: The diagram below entails the proposed system operation flowchart 
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Figure 4.4: Security Design 
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IMPLEMENTATION TECHNIQUES 

The software Implementation is a process carried out to make changes on the tested programs 

developed in the system. The software will be installed successfully if the hardware requirement 

and the software requirement are available. The following phase contains how the software was 

implemented successfully; 

1) Coding: The coding system has been developed to meet the following main objectives; 

➢ Enable users to easily host, store and backup data, with high-performance computing easy 

to retrieve. 

➢ Ensure files accessibility without any limiting factor, example device compatibilities. 

➢ Make file available to the end-user at any point in time. Cloud computing offers availability 

difficulties experienced in the conventional way of file sharing. 

2) File conversion: During file setup it is necessary to convert the existing master file to a new 

page. This new form is the responsibility of the newly designed, which undergoes the process of 

converting the old system master file to a new one. System Conversion is a transformation process 

stage in system implementation at which the newly designed system is put in place of the old 

system by the organization after been tested and documented to prove that it is working. It is a 

significant milestone after which the ownership of the system officially transferred from the 

researcher (analyst) and the programmer to the end user. 
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SECURITY DESIGN SPECIFICATION 

The security design specification is an authentication system that required a valid password to be 

input before using the proposed system. Below is a diagram of the Security Design Specification: 

 

 

 

 

 

 

 

 

 

 

 

 

 

 

 

 

 

 

 

 

 

 

 

 

 

 

 

 

 

 

 

 

 

 

 

 

 

 

SUMMARY 

This text describes file sharing as a growing technological advancement that enables easy, open-

source file exchange for various users. It highlights the motivation for a new system: users' lack 

of control and memory regarding shared files, increasing the risk of data loss and virus exposure. 

Start 

Input Login Details 

Is  

Login = Valid 

? 

Yes No 

DISPLAY MAIN 

MENU 

Stop 

Figure: Security Design Specification 

http://www.iiardjournals.org/


 

International Journal of Computer Science and Mathematical Theory (IJCSMT) E-ISSN 2545-5699  

P-ISSN 2695-1924 Vol 11. No.4 2025 www.iiardjournals.org  

 

 

 IIARD – International Institute of Academic Research and Development 

 
Page 90 

The study aims to design and implement an Android-based File Sharing Application with features 

for easy hosting, storage, backup, and retrieval of data with high performance and accessibility. 

The Structured System Analysis and Design Methodology (SSADM) is the chosen methodology, 

and the application will be developed using web programming languages (HTML, CSS, 

JavaScript, PHP, SQL, and jQuery) for platform independence. The expected outcome is an 

Android application allowing users to share files via cloud networks, benefiting enterprises and 

large companies. 

 

CONCLUSION 

In conclusion, the developed Android file-sharing application effectively addresses modern data 

transfer needs by offering a fast, secure, and user-friendly solution. Utilizing Wi-Fi Direct, it 

surpasses the limitations of Bluetooth with significantly higher transfer speeds and enables 

seamless sharing without internet. Its user-centered design ensures ease of use for all skill levels, 

promoting adoption. Robust encryption protocols guarantee data security and privacy during 

transmission. The application's broad compatibility across Android devices enhances its utility 

within the diverse Android ecosystem. Overall, this application provides a reliable and efficient 

tool for secure and intuitive file transfers, meeting the increasing demands for mobile data-sharing 

in both personal and professional settings. 

 
RECOMMENDATION 

Based on the findings, the following recommendations are hereby suggested that: 

1. The file-sharing application for Android should incorporate continuous updates to enhance 

security protocols and stay resilient against emerging threats. Future versions should also 

support multi-platform compatibility, allowing seamless file sharing between Android and 

other operating systems such as iOS and Windows. 

2. User feedback should be actively collected and analyzed to improve the application's 

interface and functionality, ensuring it remains user-friendly and responsive to evolving user 

needs. 

3. Additionally, the app should include enhanced customization options, allowing users to 

configure their privacy and transfer settings according to their preferences. To improve 

accessibility, it should be optimized for a wider range of Android devices, particularly those 

with lower processing power and storage capacity, making the application more inclusive. 

Implementing these recommendations will enhance the application's robustness, expand its 

usability, and strengthen its position as a reliable tool for file sharing. 
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